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This paper is intended to give a technical overview 

of GuardKnox’s Communication Lockdown™ 

Methodology, how this patented methodology, with 

hardware and software implementation, is serving the 

automotive industry and what it enables across the 

automotive value chain.

The paper opens with a brief explanation of connected 

and autonomous vehicle’s architecture and extent of 

connectivity in modern vehicles. Vulnerabilities and 

risks are highlighted based on the level of connectivity. 

GuardKnox’s methodology is then differentiated 

against typical IT based or learning solutions. 

The paper then delves into the intricacies of 

the Communication Lockdown™ Methodology 

– including explanation of the three layers of 

inspections, generation of a finite state machine for 

communication verification and flexible hardware 

implementation of the Communication Lockdown™ 

Methodology.

The methodology, advantages and differentiating 

values of the technologies involved will be described.

Synopsis



The Communication Lockdown™ Methodology 3

Just over 50 years ago, Volkswagen dramatically improved vehicle performance by using a 

computer to more precisely control the fuel-air mix. Since then, nearly 150 electronic computers 

or “ECUs” have been added to cars, operating on 5-10 different networks. They manage the 

technical features of your vehicle, including engine and transmission performance, climate 

control, windows, dashboards, anti-lock braking and park assist. They also improve the quality 

of your in-vehicle experience with systems for infotainment, news, keyless car entry, on-

demand customizable performance and more. 

Today there are more than 110 million computers-on-wheels connected to the Internet, 

utilizing the Internet for entertainment and navigation, live person and emergency services, 

and over-the-air (OTA) software updates from OEMs and aftermarket vendors. 

With more than 150 million lines of code per vehicle - more than three times the amount 

used by today’s most advanced fighter jets - all of this technology has computer-like cyber 

risks, including theft of personal or financial data, ransomware, remote hijacking, passenger 

surveillance, malicious changes to vehicle firmware/software and much more. 

Cyberattacks can result in data loss, monetary loss and even loss of life. In addition to the 

risks to consumers, there are significant operational, branding and financial risks to OEMs, 

subcontractors and other companies in the automotive ecosystem. This is why it is imperative 

to ensure vehicle security and safety through a comprehensive understanding of all networked 

communication channels internal and external to the vehicle.

From Cars to Computers on Wheels

THE NEED FOR AUTOMOTIVE 
CYBERSECURITY

https://www.guardknox.com/vehicle-hacking-connected-vehicles/


The Communication Lockdown™ Methodology 4

Modern vehicles are based on well-

structured communication between ECUs 

and require effective protection to verify 

such communication. Computer industry 

solutions such as Intrusion Detection/

Intrusion Prevention Systems (IDS/IPS) 

and/or firewalls are seemingly obvious 

choices to protect vehicles, but they are 

often times ill-equipped to meet the 

cybersecurity needs of the automotive 

industry as they:

• Cannot offer a real-time/immediate 

response to new threats or morphing 

malware

• Are statistic-based learning algorithms 

based on an ‘average’ 

• Require time to analyze specific new 

threats and to develop and deploy 

software updates

• Don’t offer support for an external 

Security Operations Center (SOC) to 

continuously monitor vehicles and 

communicate with owners and drivers

GuardKnox overcomes these challenges 

with a patented cybersecurity “lockdown” 

approach that is successfully used 

by advanced fighter jets and defense 

systems. By enforcing a formally verified 

and deterministic configuration of 

communication among the various 

networks of the vehicle, the GuardKnox 

Communication Lockdown™ approach 

eliminates all known and unknown 

cybersecurity risks by approving or 

discarding all inbound and internal vehicle 

communications in real-time. 

This cybersecurity methodology, 

Communication Lockdown approach, 

delivers the requirements of the Safety 

Critical Subsystem of the connected car. 

Its fully deterministic, closed-system 

approach is not to look for attacks but 

to ensure that the vehicle continues 

to function in the way it was designed. 

Using automatic tools to create layered 

protection, a fully deterministic, yet 

updateable mathematical model that 

can be formally verified is generated. This 

model includes a state machine, which 

enforces predetermined states, with a 

dedicated ruleset generation tool. There 

is no need for cloud connectivity nor for 

ongoing updates so no malware can sneak 

in and corrupt the safety requirements of 

the vehicle.

Finding the Right Cybersecurity
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A snap shot of the lockdown approach, housed within the GuardKnox Secure Network 

Orchestrator (SNO), compared to traditional IT solutions can be seen below. 

Capability
Communication
Lockdown™ SNO

Firewall IDS/IPS Anti-Virus

Security 
Mechanism

• Formally verifiable state 
machine 

• Agnostic to attacks
• Certifiable (safety and 

security)
• Approved configuration 

lockdown

• Static ruleset 
firewall

• Needs updating 
as new attacks 
materialize 

• Heuristical 
detection 
of attacks 
(anomalies) 

• Reliability can’t be 
proven

• Local Anti-Virus
• Signature updates 

required

Defense 
Capability

• All vehicle networks
• Prevention on bit level

Several car 
networks

No prevention 1 ECU

Reliability

• 100% - verified and 
tested by automotive 
qualifications

• Zero false positives 

Can be tested 
by automotive 
standards but 
can’t be qualified

• 98% Detection 
rate

• 5% False positive 
rate

Reliability can’t be 
proven

Maintenance
• No cloud connectivity 

required
• No updates required

Requires cloud 
connectivity and 
regular updates

Requires online 
cloud connectivity 
and continuous 
updates

Updates for every 
change of the ECU

Physical 
Separation

Hardware, software and 
firmware level separation 
between networks

None None None

Integration
• Minimal integration
• Transparent to other ECUs

Requires 
integration into 
3rd party (Tier1) 
ECU

Requires 
integration into 
multiple 3rd party 
(Tier1) ECUs

Requires integration 
into ECU and 
development 
environment

Scalability

• Full services and 
application secure hosting 
platform

• Full support for 
virtualization and service 
oriented environment

• Fixed 
functionality

• Requires 
integration 
into each 
environment

• Fixed functionality
• Requires 

integration into 
each environment

Need to recompile 
and re-certify the ECU

Cost Effective 
Hardware

No need to modify vehicular 
hardware architecture 
for additional software 
extensions/applications

None None None

Compliance to 
Standards

• Safety: ISO 26262
• Security: Common Criteria 

(ISO 15408)
None None None

Physical 
Security

Tamper proof: erases 
information upon tamper 
attempt

None None None

Fit to 
Automotive 
value chain

Full fit to tiered hardware 
value chain, no integration

Requires software 
integration

Extensive 
integration

Extensive integration
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The GuardKnox Communication Lockdown™ methodology detects and 

prevents the injection and the spread of malicious messages, between the 

various ECUs used to control the vehicle. All incoming messages are inspected, 

and only approved/legal messages can continue to their destination. All 

cyberattack attempts - in which illegal or improper messages are discarded - 

can be logged and reported over a wireless vehicular communication channel 

to a remote OEM Security Operations Center (SOC) for further technical and 

statistical analysis, including fleet information, geographies and trends.

THE COMMUNICATION LOCKDOWN™ 
METHODOLOGY

Preventing the Spread of Malicious Code 

Failed
Verification

Verified

Failed Verification

Initial
State

Shut
down
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Send to
Destination

Approved Message 
Dictionary

Validate Message
Against Schema

Approved Communication
Schema State Machine

Inter-vehicle
Communication

0010010101
1001001100
0100101001
0011010010
11010001011
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Intrinsic to the Communication Lockdown™ 

methodology is GuardKnox’s ability to use 

the OEM Technical Specifications, specifically 

the communication matrix, the bus message 

database and the functional specifications, to 

create a communication schema that models 

the proper behavior of the vehicle. All known and 

unknown threats and cyberattacks are stopped in 

real-time without the possibility of spreading to 

other networks or safety critical components. 

This is further detailed in patent #9,899,563B2 

titled “Specially Programmed Computing 

Systems with Associated Devices Configured to 

Implement Secure Commmunication Lockdowns 

and Methods of Use Thereof” 

Since the proper behavior of all messages has been fully defined by the GuardKnox 

communications schema and certified by the OEM, the Communication Lockdown™ 

methodology is completely agnostic to all types of known and unknown cyberattacks. 

This enables the GuardKnox solution to become fully autonomous after installation 

and to operate deterministically without the need for frequent software or firmware 

updates - unlike Intrusion Detection/Intrusion Prevention Systems (IDS/IPS) or other 

traditional IT based cyber-solutions. 

A new Communication Lockdown™ schema only needs to be generated, certified 

and installed via secure OTA update if the OEM changes the vehicle’s Communication 

Specifications or its configuration.

An Autonomous Solution Without Frequent Updates

http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2Fnetahtml%2FPTO%2Fsearch-bool.html&r=3&f=G&l=50&co1=AND&d=PG01&s1=GuardKnox&OS=GuardKnox&RS=GuardKnox
http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2Fnetahtml%2FPTO%2Fsearch-bool.html&r=3&f=G&l=50&co1=AND&d=PG01&s1=GuardKnox&OS=GuardKnox&RS=GuardKnox
http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2Fnetahtml%2FPTO%2Fsearch-bool.html&r=3&f=G&l=50&co1=AND&d=PG01&s1=GuardKnox&OS=GuardKnox&RS=GuardKnox
http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2Fnetahtml%2FPTO%2Fsearch-bool.html&r=3&f=G&l=50&co1=AND&d=PG01&s1=GuardKnox&OS=GuardKnox&RS=GuardKnox
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The effectiveness of the Communication Lockdown™ methodology is based on its patented 

ability to inspect and verify messages on multiple layers. This ensures that if an external 

message from the vehicle’s ecosystem is compromised, the internal vehicle network remains 

fully protected from the spread or propagation of malicious activity. 

All incoming messages are inspected by GuardKnox on three layers: 

Routing Layer 

The origin and destination of each incoming message (type) is checked by the Communication 

Lockdown™ schema to ensure that they are permissible or “legal”. For example, messages 

from the infotainment subsystem to the powertrain components (steering, brakes, etc.) are 

prohibited and would therefore be immediately discarded. 

Content Layer

The content of each incoming message is checked down to the bit level for compliance with 

the permissible format as defined in the OEM’s Technical Specifications. Messages that do 

not conform to the defined format are dropped. 

Contextual Layer 

The content of each incoming message is checked for legitimacy in the specific functional 

state of the vehicle, subsystem, ECU, etc. Messages from specific origins to specific destinations 

are permitted or discarded depending on the contextual/functional state of the vehicle.

Three Layers of Communication Security

Approving or discarding messages

Communication Schema Layers

Approved
Communication
Configuration

Verify Message Content on Bit Level
Approved

Verify Message Context
Approved

Verify Message Routing
Approved
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For each ECU in the vehicle, the GuardKnox 

Communication Lockdown™ methodology 

uses a theoretical model called a “finite-

state machine” to determine the actual 

context (machine state) of the vehicle and 

the impact of the incoming message. 

The vehicular state is comprised of any 
number of variables, for example: 

• Vehicle state (parked, moving, etc.), 

engine state (ON, OFF, etc.) 

• Current speed 

• Acceleration pedal status 

• Brake pedal status 

• Steering wheel status 

• The status of various ECUs 

The status of selected system components 

(operational, failed) 

Each new incoming message is examined 

to see how it changes the state variables of 

the vehicle and how these changes affect 

the overall vehicle status. Depending on 

the context defined by the finite state 

machine and the previously received 

messages, it determines whether the new 

message should be forwarded or dropped. 

Example: Engaging the Parking Brake 
While Driving 

If a vehicle were traveling at 60 MPH (90 

KM/H) with the accelerator pressed and it 

receives a message to engage the parking 

brake, the finite-state machine analysis 

will recognize that this message is illegal 

within the context of a fast-moving vehicle 

and immediately discard the message in 

real-time. 

Verifying Message Context With a Finite-State Machine

Verifying Message Content Using a Finite-State Machine 

(Simplified View with Sample Message)

Can’t engage parking 
brake while the 

accelerator is pressed

Ignition On

Ignition Off

Lights Off
Lights On

Accelerator Press

Engine Start

Engine Start

Parking Brake On

Engage Parking Brake

Initial
State

Shut
down

State
1

State
2

State
3

State
4

State
4
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Example: Opening a Convertible Roof at 
60 MPH (90 KM/H) 

Some convertible vehicles require the car to be 

moving between 20-30 MPH (30-50 km/h) in 

order to leverage the apparent wind to assist the 

roof opening mechanism. If a vehicle is moving 

significantly faster, the increased wind could 

damage the mechanism or rip the roof off of the 

car. If a car were to receive a command to open 

the sunroof while traveling at 60 MPH (90 KM/H), 

GuardKnox would use the finite-state machine 

analysis to recognize that message is illegal since 

the vehicle is moving faster than 30 MPH (30 

km/h) and the message would be discarded. 

Example: Message from ODB-II 
Maintenance Connector While Moving 

If a message was received from the OBD-II 

maintenance connector while the vehicle was in 

motion, the use of the finite-state machine would 

reveal that the vehicle’s motion means that it is 

not in a valid maintenance mode and all ODB-II 

maintenance messages would be discarded. 
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GuardKnox implements the 

Communication Lockdown™ methodology 

on two different sets or platforms of 

hardware: 

• GuardKnox Central Secured Network 
Orchestrator™ Gateway ECU/Domain 
Controller 

Installed by OEMs during the 

manufacture of a vehicle, this device 

offers centralized protection of the 

internal vehicle network as the secure 

landing platform for all communications 

and applications. 

• GuardKnox Local Secured Network 
Orchestrator™ Controller 

Installed by the aftermarket as a 

cybersecurity measure or included 

as part of a custom vehicle upgrade 

created by Tier 1 or Tier 2 suppliers, this 

device protects a specific ECU or single 

interface from traffic that originates on 

external networks outside the vehicle. 

The local solution can serve as a cellular 

internet gateway, a Bluetooth gateway 

or any other wireless connections. 

The installation of more than one GuardKnox 

controller can occur when an aftermarket 

device, such as a new infotainment 

system containing a GuardKnox Local 

SNO Controller, is installed in a vehicle 

which has a Central SNO Gateway/Domain 

Controller installed by the OEM. 

Although each device sees only part of 

the network traffic - either the internal 

network traffic or the incoming and 

outgoing traffic to and from the external 

network - they exchange metadata about 

the forwarded or discarded traffic in 

order to operate in a patented, synergistic 

manner. Multiple GuardKnox SNO devices 

thus work together to improve the 

effectiveness of the cybersecurity provided 

by the Communication Lockdown™ 

methodology. 

Using Multiple GuardKnox Cybersecurity Devices 

https://learn.guardknox.com/hubfs/Patents/GuardKnox%20Fourth%20Patent%20-%20Distributed%20Lockdown.pdf
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The use of Field Programmable Gate Arrays (FPGAs) rather than ASICs or other processors 

increases the performance and reliability of the GuardKnox Communication Lockdown™ 

mechanism.

 Furthermore, system responsibility can be distributed between the processing system 

(i.e. software) and the programmable logic (i.e. hardware). Both the software and the 

hardware can be reconfigured from within the vehicle, either in total or partially, utilizing 

the reconfigurable nature of the devices.

Flexible Hardware Implementation of Lockdown on FPGA 

Xilinx Zynq SoC

Communication Lockdown System ECU

FPGA

Interface 1

Interface 2

Interface 3

Host
CPU

Approved Message Dictionary

Interface
Transceivers

Initial
Validity check

Full
Validity check

Security
Code

By offloading the schema, message data analysis and other logic to the FPGA, 

GuardKnox analyzes, forwards or drops network messages at wire speed required 

for operating a vehicle. Hardware-based inspection with a reduced reliance on 

software-based computing also increases the reliability of the Communication 

Lockdown™ mechanism. 

In addition, the ability to modify logical connections and computing resources after 

production, enables GuardKnox to modify its computing resource to handle new 

or updated software without completely redesigning or replacing the hardware 

architecture. This increases the longevity of the customized OEM solution provided 

by GuardKnox and reduces its total cost over the lifespan of vehicle’s production. 

Programmable logic enables 

virtualization, or adding/

subtracting of virtual 

processors (‘software’ that is 

really hardware) to increase 

performance all while 

compartmentalizing software 

onto a single ECU.

This allows for tight 

integration and flexible 

partitioning between both 

hardware and software.
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The GuardKnox Communication Lockdown™ methodology is custom-tailored to the unique 

needs of each OEM. Integrating GuardKnox into a vehicle is a formal gated process in which 

specific tasks and performance criteria must be met to proceed to the next step.

INTEGRATING GUARDKNOX’S VEHICLE 
CYBERSECURITY PROTECTION 

The breakdown of the process includes the following steps: 

1. The OEM supplies GuardKnox with the Technical Specifications containing the 

Communication Matrix, the Bus Message Database and the Functional Specifications 

2. GuardKnox creates communications schema of all vehicle data 

3. The OEM reviews and formally approves the schema 

4. The communication schema is evaluated and formally certified for safety by the OEM 

5. The communications schema is imprinted onto the firmware of the Service Network 

Orchestrator™ Controllers 

6. GuardKnox manufacturers the custom SNO controllers with the OEM’s 

communications schema 

7. The custom SNO controllers with embedded software are shipped to the OEM 
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The GuardKnox Communication Lockdown™ 

methodology provides a patented cybersecurity 

approach that can meet the most challenging 

requirements of the connected vehicle’s internal 

and external networks. Successfully used by 

advanced fighter jets and missile defense systems, 

GuardKnox Service Network Orchestrator™ 

controllers house the Communication Lockdown™ 

methodology to ensure that a vehicle’s internal 

network continuously operates according to the 

OEM’s specifications. 

By detecting and preventing malicious traffic 

by examining the routing layer, the content 

layer and the contextual layer of all incoming 

traffic, GuardKnox offers autonomous, real-time 

cybersecurity protection from the full range of 

known and unknown cyber-threats over the entire 

lifetime of the vehicle. GuardKnox requires neither 

connectivity to an external Security Operation 

Center for threat detection, human intervention 

or continuous software updates to operate, nor 

does it have the risk of false positives. In short, 

GuardKnox is a unique solution designed for 

today’s “computers on wheels” 

SUMMARY 

https://learn.guardknox.com/hubfs/Patents/GuardKnox%20First%20Patent%20-%20Communication%20Lockdown.pdf
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GuardKnox is a leading automotive cyber-solutions company providing comprehensive cyber 

defense for connected and autonomous vehicles. The GuardKnox team brings decades of 

experience providing similar cyber security solutions to the Israeli Air Force systems: Iron Dome, 

Arrow and Israeli F-35. GuardKnox’s patented Communication Lockdown™ methodology is 

completely revolutionary in its approach. The deterministic hardware and software solution 

the SNO, or Secure Network Orchestrator, is completely autonomous, does not require any 

constant online connectivity and can defend against both known or unknown attacks. The 

GuardKnox solution family provides security in-depth with a central gateway ECU drop-in 

SNO, a secured domain controller and a local SNO for externally connected ECU's.

Infotainment and news apps to deliver a driver 
experience closer to commercial air travel (as 
vehicles become more autonomous and drivers 
become passengers)

Productivity apps for paying bills or ordering 
groceries or performing office work

AI-powered virtual assistants for coordinating 
family schedules, making dinner reservations or 
scheduling garage visits

Customizing vehicle performance-related ECUs 
to fit one’s personal tastes or needs, from sports 
handling to city driving in the snow, to boat towing

Live person and emergency services like OnStar in-
car assistance

ABOUT GUARDKNOX CYBERSECURITY 

GuardKnox's patented Service-

Oriented Architecture (SOA) 

enables customization of the vehicle 

and secured high performance on-

board data storage and processing 

for automotive manufacturers. 

SOA allows unified communication 

as well as access control and service 

level partitioning. 

The GuardKnox cybersecurity 

solution family is the foundational 

layer for added connectivity, services 

and personalization - creating an 

improved end-user experience and 

revenue generating opportunities 

for manufacturers.

As a complete ECU, it integrates 

seamlessly into the vehicle, the 

value chain and the vehicle 

production process.

www.guardknox.com | info@guardknox.com | 2 Hahazon St. PO Box 320, Ramla, Israel 7210202


